


We're very passionate about the idea 
that we must ‘Live the Legislation’ if 
we are to get any idea of what it takes 
to comply with the law. Commentators 
often forget (or have no knowledge 
in the first place) about day-to-day 
marketing activities and the impact 
that compliance can have on these.

What does an e-Marketer do when he 
or she gets to work? What tasks do 
they perform that are impacted upon 
by legislation and regulation? Let’s 
take a look at a simplified view where 
we acquire, hold and use electronic 
contact information e.g. email 
addresses and see how legislation 
and regulation has an impact.

Acquire
Asking prospects or customers for 
their email address takes place in the 
‘Customer Contact Zone’. Getting 
things right in ‘the Zone’ is critical 
to the future usability and VALUE 
of your contact database. A failure 
to address the fundamental privacy 
rights of individuals at the point you 
obtain their data could make your 
entire dataset legally unusable. For 
this reason we have devoted an entire 
document to role of the well-crafted 
privacy notice in developing long-term 
use from contact data.

But what specific things do you need 
to know if you are building a data 
acquisition strategy for email 

marketing? It’s the opt-in opt-out thing 
right? Right. Individuals Subscribers 
i.e. people who pay their own bills 
for connection to their email/internet 
service, are protected by a prior 
consent rule. You have to have their 
consent to send unsolicited commercial 
email to their email address. This 
requirement has seen a proliferation of 
opt-in tick boxes on data capture forms 
in the business to consumer ‘space’ 
where the marketing target is typically 
an individual subscriber. 

So why the tick box? It’s actually a 
convenience, not a legal requirement. 
The law requires that we obtain 
permission (consent) from the 
subscriber to send them unsolicited 
communications; HOW we obtain 
their permission is up to us. It doesn’t 
have to be a tick box, but it does 
have to be a ‘specific and informed 
indication.1 This is why pre-ticking 
a box that indicates ‘permission to 
market’ is not acceptable; failing to 
un-tick that box is NOT a positive 
user instigated action, and is thus not 
consent. 

“But I frequently see ‘big brands’ 
employing what appears to be 
opt-out mechanisms for consumer 
email marketing, is this right?”. 
What they are doing is combining 
a number of mechanisms to gain 
consent, including careful wording 
associated with the data capture, and 
an agreement that by submitting data 
you agree to receive email marketing. 
Marketers can operate quite legally 
on a sliding scale of permission-
awareness where practices can be 
more or less ‘aggressive’. You must 

1 Data Protection Directive 95/46/EC Article 2 (h)

judge your audience and its response 
to your tactics.

Hold
The way in which you hold and 
manipulate contact data will have 
far-reaching effects on your ability to 
comply with basic Data Protection 
Act 1998 requirements. Complying 
with the simple requirement to ensure 
that an individual is not marketed to 
after they have opted-out is often 
made impossible by the disconnected 
nature of contact databases and 
the people who use the data. The 
closer you get to a single-view of an 
individual, the more likely it is you will 
be able to comply.

Your database structure may also 
need to record whether the electronic 
contact details you hold are those 
of an individual subscriber or a 
corporate subscriber. Corporate 
subscribers e.g. individuals who give 
you their company email addresses, 
can be sent unsolicited commercial 
communications on an opt-out 
basis, provided you collected their 
information fairly in the first place! 
Running such a dual regime with opt-
in and opt-out can be complex. Many 
of our clients prefer to stick to the ‘all 
opt-in’ model as this provides for the 
greatest compliance and simplest 
data management.

Living with the Privacy and Electronic 
Communications (EC Directive) 
Regulations 2003 and Do-Not-Call lists
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Use
Telephones: The Privacy and 
Electronic Communications 
Regulations 2003 introduce the 
requirement to check National Do 
Not Call (DNC) databases before 
you use electronic contact details 
for marketing. The Telephone 
Preference Service (TPS) and the 
Corporate Telephone Preference 
Service (CTPS) are National opt-out 
databases which require the Data 
Controller not to place unsolicited 
direct marketing telephone calls on a 
line that is registered on either CTPS 
or TPS. “But what if my customers are 
on those lists; surely we can market  
to them?”

Not necessarily. The law as written 
requires those customers who have 
placed their number on the DNC list to 
actively indicate to you, the caller, that 
they ‘don’t mind for the time being’; 
you can’t assume it is OK. Live the 
process, how will you get that ‘consent 
for the time being’ and where will 
you record it on your CRM database? 
Most customers will not mind, but be 
prepared to ask for permission and 
be prepared to record their answer 
somewhere!

Key compliance check for your email 
campaign.
1.	� Are you sending to opted-

in recipients? If not, are they 
corporate subscribers? 

2.	� Have you identified your 
organisation clearly

3.	� Have you provided a clear opt-
out mechanism on all marketing 
related emails?

Key knowledge
When the law refers to electronic 
mail it has a broad and clearly 
defined meaning i.e “electronic 
mail” means any text, voice, sound 
or image message sent over a 
public electronic communications 
network, which can be stored in 
the network or in the recipient’s 
terminal equipment until it is 
collected by the recipient and 
includes messages sent using a 
short message service. 

On the Horizon
Consumer Rights Directive
If your email marketing is an integral 
part of concluding a distance contract 
with a consumer, make sure you know 
what’s changing. In October 2008 
the European Commission adopted 
a Framework Directive following 
a review of the Consumer Acquis. 
The Consumer Rights Directive 
would repeal four existing European 
consumer Directives; the Doorstep 
Selling Directive (85/577/EEC), the 
Unfair Terms in Consumer Contracts 
Directive (93/13/EEC), the Distance 
Selling Directive (97/7/EC) and the 
Consumer Sales and Guarantees 
Directive (1999/44/EC); and replace 
them with a single horizontal 
Directive. 

Citizen’s Rights Directive
If you are using email marketing 
to drive traffic to your web landing 
pages and those web pages track 
activity using cookie technology, 
make sure you know what’s changing.
Amendments to Directive 2002/58/EC 
could herald the death of cookies! 

Probably an overstatement, but 
changes to Article 5(3) introduce the 
requirement for prior consent (opt-in) 
before a cookie is stored or accessed 
on any target PC. The current legal 
wording implies a well informed opt-
out will suffice which is technically 
workable. Prior consent just isn’t 
technically possible. Something will 
have to give. Watch this space closely 
if you are a technical web marketer.
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